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Executive Summary 
 
The Protection System Misoperations Task Force (PSMTF) was formed to analyze one of NERC’s top priority reliability issues 
– protection system misoperations.  PSMTF analyzed protection system misoperation data, researched possible root causes, 
and developed observations, conclusions and recommendations which can help Registered Entities manage risk by reducing 
the most frequent causes of protection system misoperations. 
 
The misoperation data collected since January 1, 2011 from the NERC Protection System Misoperation Reporting Template 
would be analyzed. Since 2011, each Regional Entity has collected misoperation data with uniform guidelines in a consistent 
format. This data provides over 1,500 misoperations across all eight Regions and provides fifteen months of data for 
analysis. Additionally, a summary of each Region’s misoperation process and observations/conclusions from data collected 
prior to January 1, 2011 are included. 
 
Approximately 65% of misoperations are grouped under three cause codes: Incorrect settings/logic/design errors, relay 
failures/malfunctions, and communication failures.  To maximize the task force’s effort, the PSMTF focused on these three 
cause codes in depth, and the cause codes resulting in fewer misoperations were not studied.  These areas will be analyzed 
if they emerge as one of the primary causes in the future. This decision was also supported by the results of the Regions’ 
historic look-back (misoperations collected prior to January 1, 2011) which also identified these three cause codes as being 
the prevalent causes of misoperations. 
 
After analyzing the misoperation data, the PSMTF found ways to potentially reduce the amount of future misoperations.  
These results are summarized in Figure ES-1.  Since some entities already perform one or more of these activities, entities 
should consider these suggestions for improvement based on their particular circumstances. 
 

Figure ES-1: Suggestions for Improvement 

 
In addition to the suggestions for improvement above that may have a short-term impact on reducing misoperations, the 
PSMTF also proposes several suggested improvements to the data collection process that may improve the usefulness of 
future data collection, which in turn may drive further improvements in the long-term.  First, all three analysis sub-teams 

•Applications requiring coordination of functionally different relay elements should be avoided. If these applications 
cannot be avoided, the coordination should be studied and tested thoroughly. This type of coordination is virtually 
always problematic, and is the cause of numerous misoperations reported in the study period. Some examples to 
avoid include: 

•Mixture, in the same scheme, of distance elements and overcurrent elements 
•Distance and directional overcurrent elements at opposite line terminals that use different directional 

polarization methods, particularly in the same pilot scheme 
•Overcurrent elements that use different measurement methods, such as phase vs. residual ground vs. 

negative-sequence current measurement 

Proper Application of Relay Elements 

•Misoperations due to setting errors can potentially be reduced.  
•Techniques that could be used to reduce the application of incorrect settings include: 

•Peer reviews 
•Increased training 
•More extensive fault studies 
•Standard templates for setting standard schemes using complex relays 
•Periodic review of existing settings when there is a change in system topography 

Settings Errors 

•Entities should evaluate the need to apply updated firmware.  
•While many firmware updates may not be critical to the relay protection functions, updated firmware that corrects 

critical protection functions should be given priority. 

Microprocessor-based Relay Firmware 
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observed a large number of records (over 24%) that were either categorized incorrectly or had insufficient information to 
support the category assigned.  Template enhancements and additional guidance on what to report should be provided to 
misoperation reporters.  Presently, there is opportunity for over-counting misoperations due to a lack of unique identifiers 
for BES elements (BES elements are entered in free text format) or due to the same cause within a time span where it 
would be impractical for an owner to respond.  Similarly, reporting entities should coordinate with adjacent companies 
when reporting misoperations of tie lines to avoid double reporting.  The addition of subcause codes to the misoperation 
template should be investigated by the SPCS. 
 
In the future, the NERC PSMTF and NERC SPCS (System Protection Control Subcommittee) recommend that misoperation 
analysis be continued, on an annual basis, by the respective protection system subcommittees within each Regional Entity.  
This analysis shall be forwarded to the NERC SPCS and NERC PAS for trending and metrics reporting. 
 
Lastly, while not a direct result of analyzing this data, the PSMTF observes that it is not possible to eliminate all 
misoperations. It is important therefore, that entities utilize a collaborative effort among protection engineers, transmission 
planners, and other engineers (e.g. design and communication engineers) to work together to determine proper protection 
system scheme application and setup to ensure proper emphasis on dependability and security. The intent of this 
cooperative work is to mitigate the system impact of misoperations, not to necessarily reduce the number of 
misoperations. 
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Introduction 
 

Purpose 
The Protection System Misoperations Task Force (PSMTF) was formed to analyze one of NERC’s top priority reliability issues 
– protection system misoperations. The PSMTF was approved by the NERC Planning Committee in March, 2012. The task 
force was formed and started work in April, 2012. The majority of the group consists of protection system technical experts 
from across the eight Regions. 
 
PSMTF analyzed protection system misoperation data, researched possible root causes, and developed observations, 
conclusions and recommendations which can help Registered Entities manage risk by reducing the most frequent causes of 
protection system misoperations. The observations, conclusions and recommendations in this report can serve as technical 
input to the industry and the Registered Entities and should help increase bulk power system reliability by reducing relay 
misoperations that could otherwise cause, or contribute to, a larger system disturbance. 
 
For the purposes of this report, misoperations were analyzed to identify the most common causes and root causes.  The 
impact (or potential impact) of a misoperation on the BES was not considered in this evaluation.  Misoperations which have 
significant impact on the BES are captured through the event analysis process. The Event Information Data System (EIDS) 
that is presently being developed will electronically tie protection system operations, misoperations, and reportable events.  
The relationships between these events can then be trended.   
 
It is important to note that it is not practical to eliminate all protection system misoperations. For this reason, it is 
important that the characteristics and performance needs of the BES be considered during protection system design to 
mitigate the risk of instability, cascading, or uncontrolled separation should a protection system misoperation occur.  
Protection system design considers the balance between dependability and security. The balance between dependability 
and security necessary to mitigate the potential consequences of a protection system misoperation is dependent, in part, 
on the characteristics and performance needs of the power system on which the protection system is applied. Open 
communication between protection system engineers and transmission planners is important in this respect to strike an 
appropriate balance between dependability and security to mitigate the impact of protection system misoperations. 
 

Activities 
The PSMTF members were required to sign a non-disclosure agreement with NERC since the detailed misoperation data to 
be analyzed is considered confidential. To assist in maintaining confidentiality, NERC staff removed company identifiers 
from the data before it was distributed to the task force.  
 
The PSMTF started its work by identifying what data should be collected and what analyses should be performed. It was 
decided that the misoperation data collected since January 1, 2011 via the NERC protection system misoperation reporting 
template would be used. This data provides misoperation data in a common format across all eight Regions and provides 
fifteen months of data for analysis (over 1,500 misoperation records were analyzed). Additionally, a summary of each 
Region’s misoperation process and observations/conclusions from data collected prior to January 1, 2011 is included. 
 
Misoperation data sent to NERC staff on a quarterly basis do not include the mitigation plans that are submitted to the 
Regions. However, the task force determined that it would be beneficial to review the mitigation data since it can provide 
valuable insight into the root cause by how it was mitigated. This mitigation data was provided by the eight Regional 
Entities and included in the misoperation data before it was distributed to the task force for analysis. 
 
As shown in Figure 2, approximately 65% of misoperations have the following three cause codes: 

• Incorrect settings/logic/design errors 

• Relay failures/malfunctions 

• Communication failures 
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The PSMTF decided to focus on these three cause codes in depth. This decision was also supported by the results of the 
Regions’ historic look-back (misoperations collected prior to January 1, 2011) which also identified these three cause codes 
as being the prevalent causes of misoperations (Refer to Chapter 2 for more details on historic review of misoperations). 
 

Figure 2: NERC-wide Misoperations by Cause Code (Jan 1, 2011 – April 1, 2012) 

 
 

Deliverables 
This report summarizes the work of the PSMTF and includes:  

• A summary of regional historic look-back of misoperation causes prior to January 1, 2011;  

• The analysis of protection system misoperations data collected since January 1, 2011 and root cause identification;  

• Observations and Conclusions based on the analysis; and 

• Suggestions for improvement to NERC and the industry on how to enhance future misoperation data collection, 
recognize key root causes of misoperations, and how to possibly to mitigate those causes of misoperations in the 
future. 

 
The PSMTF developed the report in collaboration with the NERC SPCS and the Human Performance staff at NERC.  NERC will 
communicate the report results by conducting a webinar. 
 

Protection System Design Characteristics 
Protection system design considers two aspects of reliability – dependability and security. 

• Dependability of a protection system is “the facet of reliability that relates to the degree of certainty that a relay or 
relay system will operate correctly.”1

                                                                 
1 IEEE Standard C37.100-1992. 

 Dependability is a concern when a fault occurs within the protected zone. A 
dependability-related misoperation raises concerns with the consequence of a failure to operate when required, or 
to operate slower than the speed expected by design.   

Incorrect setting / 
logic / design errors, 

628, 28% 

Relay failures / 
malfunctions, 465, 

20% 

Communication 
failures, 396, 17% 

AC system, 
193, 8% 

As-left 
personnel 

error, 201, 9% 
DC system, 112, 5% 

Unknown / 
unexplainable, 273, 

12% 

Other, 11, 1% 
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• Security of a protection system is “that facet of reliability that relates to the degree of certainty that a relay or 
relay system will not operate incorrectly.”2

 

 Security is a concern for external faults and unfaulted operating 
conditions.  A security related misoperation raises concerns with the consequence of undesired operation. 

When a protection system misoperation occurs, the resulting system performance will depend, in part, on the type of 
misoperation that occurs and the characteristics of the power system on which the protection system is applied. A 
dependability-based misoperation may result in delayed fault clearing, tripping power system elements in addition to the 
faulted element, or both. A security-based misoperation always results in tripping an unfaulted element, but does not 
normally result in delayed fault clearing.   
 
There is generally a tradeoff between dependability and security. Improving one typically degrades the other. The 
protection system engineer and the transmission planner should collaborate during the design stage to determine the most 
effective protection system taking into account the trade-offs between dependability and security.  
 
Misoperations related to protection system dependability typically receive the most attention in protection system design 
and system studies.  Failure of a protection system to operate may have significant consequences related to equipment 
damage and power system performance. If the misoperation results in delayed fault clearing, generating unit or system 
instability may occur due to machine acceleration during the fault. If the misoperation results in operation of backup 
protection systems on adjacent elements, tripping additional elements may result in unacceptable loss of load or 
generation, instability, cascading, or uncontrolled system separation. The transmission planner may simulate a 
misoperation due to a lack of dependability by obtaining information from the protection system engineer regarding what 
elements will trip and the timing of these trips. When a simulation demonstrates unacceptable system performance, the 
protection system engineer may increase the dependability of the protection system by providing redundancy for one or 
more components of the protection system. 
 
Misoperations related to protection system security typically result in tripping of an unfaulted element in response to a 
fault on another element.  The protection system misoperation may occur on an element adjacent to the faulted element, 
or may occur on an element one or more buses away from the faulted element depending on the protection system design. 
In most cases, tripping an additional element does not adversely impact power system performance, particularly where 
automatic reclosing is applied and the unfaulted element is quickly restored to service. However, in some portions of the 
power system, it is necessary for operators to take action to secure the power system when an additional element is 
removed from service.  In such cases, a misoperations related to protection system security may result in unacceptable 
system performance since no time is provided to the operator to secure the system for a second contingency. If the outage 
of an element impacts an Interconnection Reliability Operating Limit (IROL), the misoperation may lead to instability, 
cascading, or uncontrolled separation. When the transmission planner identifies outages of pairs of elements that will lead 
to unacceptable system performance or an IROL violation, the protection system engineer should consider implementing 
protection systems that provide a higher degree of security. 
 

                                                                 
2 Ibid. 
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General Observations and Conclusions 
 

Overview of Historic Misoperations 
Prior to 2011, the Regional Entities collected protection system misoperation data according to NERC Reliability Standard 
PRC-003.3

 

 A diagram of the NERC Regions is shown in Figure 3. Each Region established its own process, criteria, timeframe, 
etc., or continued to use their legacy criteria and procedures established prior to PRC-003. Below is a summary of each 
Region’s misoperation process and observations and conclusions from the data collected before 2011.  Several of the 
Regions had processes similar to each other and most have identified the same three causes of misoperations (incorrect 
settings/logic/design errors, relay failures/malfunctions, and communication failures) as being the most prevalent causes. 

Figure 3: NERC Regional Entities 
 

 
 
The following sections were provided by the Regional Entities and reflect the historic practices for misoperation data 
collection along with regional observations. 
 

Historical SERC Protection System Misoperations Review 
Prior to 2011, the registered entities within SERC submitted relay misoperations semi-annually per the Region’s criteria.  
The reporting template used was very similar to the template presently being used by all Regions, but had a few more 
causes to provide added granularity to the records. Changing to quarterly reporting in 2011 changed the frequency of 
reviewing misoperations, but did not change the process used in SERC to review misoperations. Misoperation submittals 
are reviewed by protection and control subject matter experts (SME) in the SERC Protection and Controls Subcommittee 
(PCS). The PCS consists of SMEs from member entities and SERC staff. The SMEs (primary and alternate) are nominated to 
serve on the PCS by the entity’s representatives on the SERC Engineering Committee (EC).  PCS sub-teams review the 
misoperations for completeness and correctness. The sub-teams provide feedback and advice to the reporting entities to 
assist with corrective actions and reporting. The sub-teams are assigned so that no one reviews their own or a neighboring 
entity’s misoperations. The PCS performs analysis on the misoperation data to provide trends and areas of concerns to the 
EC.  Figure 4 below provides misoperation data from 2007 through 1st quarter 2011. 
 

                                                                 
3 NERC Reliability Standard PRC-003 was approved by the NERC Board of Trustees with an effective date of May 1, 2006; however, this 
standard was identified by FERC in Order No. 693 as a fill-in-the-blank standard and consequently is not mandatory and enforceable. 
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Figure 4: SERC Misoperations by Cause Code and Category (2007 – 2010) 
 

 
 
Most misoperations fall into the Unnecessary Trip during Fault category with Unnecessary Trip Other than Fault being the 
second leading category.  Incorrect Settings/Logic/Design Errors, Communications Failures and Relay Failures are the top 
three leading causes respectively.  Further review of the data revealed that the majority of Communications Failures were 
associated with carrier-based line protection schemes.   
 

Historical NPCC Protection System Misoperations Review 
Prior to 2011, NPCC had in effect Document B-21 titled Guide for Analysis and Reporting of Protection System 
Misoperations. Protection system and special protection system misoperations are analyzed to determine the cause and 
the corrective action to be taken. Protection system misoperations are reported annually as required by the NPCC 
Reliability Compliance and Enforcement Program. Document B-21 required NPCC Members to record the following 
information for each misoperation: 

• Identification of the bulk power system elements affected 

• Date and time of the event 

• Cause of event, if known 

• Identification of protection system(s) involved 

• Identification of the protection systems that experienced a misoperation 

• Identification of the cause(s) of the misoperation, if known 

• Identification of the affected hardware/software components of the protection system(s) or special protection 
system(s) and/or the associated switching devices 

• The corrective action(s) taken or planned 
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The protection system owner is required to keep a record of all misoperations of protection systems and special protection 
systems on their bulk power systems. Included are misoperations of: 

• Protection systems for transmission lines, buses, transformers, generators, shunt or series compensating devices, 
and other bulk power system elements  

• Protection systems for breaker failure 

• Protection systems for the NPCC automatic under-frequency load shedding program 

• Special protection systems 
 
A misoperation is considered to be one in which one or more specified protective functions: 

• Did not occur as intended by the protection system design, or 

• Did not occur within the time intended by the protection system design, or  

• Occurred for an initiating event for which they were not intended by the protection system design to occur, or  

• Occurred for no initiating event 
 
Analyses of protection system operations are completed by the protection system owner and documented so that 
information will be available within 60 days of the occurrence of the event. The recorded information is maintained such 
that it can be reported to NPCC within thirty days from the date of a request.   
 
The NPCC Task Force on System Protection (TFSP) reviewed misoperations of interest that are brought to it by members or 
identified as a reportable disturbance by the Task Force on Coordination of Operations.  The minutes of the TFSP meeting 
record the misoperations or disturbances reviewed and the corrective action taken.  
 
Historical misoperations reported to NPCC from 2008 to 2010 have been reviewed for inclusion in this report. The seven 
cause codes and guides developed by NERC for consistent reporting of misoperations beginning in 2011 were used for this 
review. Based on this review of the historical records, the highest misoperation count can be attributed to as shown in 
Figure 5. 

Figure 5: NPCC Misoperations by Cause Code (2008-2010)
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Since 2011, NPCC has revised B-21 to be consistent with the new NERC reporting process and converted it into Document C-
45, Procedure for Analysis and Reporting of Protection System Misoperations. NPCC has also established a new working 
group (SP-7) whose purpose is to review all protection system misoperations, as reported through the NPCC compliance 
program in accordance with the NERC template and guidance for reporting protection system misoperations. This working 
group reports to the Task Force on System Protection, who has responsibility to oversee the review of protection system 
misoperations, trending, and performance. 
 

Historical TRE Protection System Misoperations Review 
Prior to 2011, Texas RE used the misoperation reporting process that was defined in ERCOT Operating Guide Section 6. The 
process included the following: 

• All protective relay system misoperations in systems 100 kV and above, including misoperations of SPSs, were 
documented, including corrective actions and the documentation supplied annually by June 1 for the previous 
year.   

• Misoperation summaries were reviewed annually by the ERCOT System Protection Working Group (SPWG) during 
its July meeting. Detailed review of specific high profile events was also conducted as needed. 

 
Protection system misoperation definitions included the following: 

• Failure to Trip – Any failure of a protective relay system to initiate a trip to the appropriate terminal when a fault is 
within the intended zone of protection of the device; 

• Slow Trip – A correct operation of a protective relay system for a fault in the intended zone of protection where 
the relay system initiates tripping slower than the system design intends; 

• Unnecessary Trip During a Fault – Any relay initiated operation of a circuit breaker during a fault when the fault is 
outside the intended zone of protection; 

• Unnecessary Trip Other Than Fault – The unintentional operation of a protective relay system, which causes a 
circuit breaker to trip when no system fault is present. May be due to vibration, improper settings; load swing, 
defective relays, or SCADA system malfunction; 

 Employee action that directly initiates a trip is not included in this category. It is the intent of this reporting 
process to identify misoperations of the relay system as it interrelates with the electrical system, not as it 
interrelates to personnel involved with the relay system. With this in mind, if an individual directly initiates an 
operation, it is not counted as a misoperation (i.e., unintentional operation during tests). On the other hand, if 
a technician leaves trip test switches or cut-off switches in an inappropriate position and a system fault or 
condition causes a misoperation, this would be counted as a relay system misoperation; and 

• Failure to Reclose – Any failure of a protective relay system to automatically reclose following a fault if that is the 
design intent. 

 
SPS misoperation definitions included the following: 

• Failure to Operate – Any failure of a SPS to perform its intended function within the designed time when system 
conditions intended to trigger the SPS occur; 

• Failure to Arm – Any failure of a SPS to automatically arm itself for system conditions that are intended to result in 
the SPS being automatically armed; 

• Unnecessary Operation – Any operation of a SPS that occurs without the occurrence of the intended system trigger 
condition(s); 

• Unnecessary Arming – Any automatic arming of a SPS that occurs without the occurrence of the intended arming 
system condition(s); and 

• Failure to Reset – Any failure of a SPS to automatically reset following a return of normal system conditions if that 
is the design intent. 
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Facility owners provided documentation of the performance of their protective relay systems utilizing the method 
described in the paper Transmission Protective Relay System Performance Measuring Methodology, IEEE PSRC Working 
Group I3, September 16, 1999. The performance data reported included the total number of protective relay system 
misoperations, the total number of events, and the factor “k.” 
 

Figure 6: TRE Misoperation Rate and # Misoperations by Year (2006-2011) 
 

 
 

Figure 7: TRE Misoperations by Cause Code and Category (2009 – 2010) 
 

 
 

Historical MRO Protection System Misoperations Review 
The Midwest Reliability Organization (MRO) has collected regional data on protection system misoperations since 2007. The 
collected data over that period has included all misoperations at 100 kV and higher, and all misoperations associated with 
generators 250 MW and larger. Prior to 2011, failures of breakers and misoperations of fault pressure relays were also 
included in the data. For consistency, these entries have been removed for the purposes of this historic look-back. Since 
2007, misoperation data has been reviewed by a MRO misoperations review task force made up of three members from 
the MRO Protective Relay Subcommittee (PRC) and MRO staff.  Since January 2012, this review is now performed by MRO 
staff and then discussed with the full MRO PRC. 
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For the purpose of misoperation identification, MRO considers the performance of a protection system to be the net result 
of its composite components. This primarily affects the number of failure to trip and slow trips reported. A failure of a 
primary scheme to trip, accompanied by correct tripping of a secondary high-speed scheme would not be considered a 
misoperation. This is consistent with how misoperations are presently submitted to NERC.   
 
The cause codes used by MRO during the historic look-back period were very similar to the cause codes now being used by 
the present misoperation data collection process. However, where differences occurred, the causes were mapped to the 
presently used cause codes. 
 
The following summarizes the MRO misoperation data for 2007 through 2010: 
 

Figure 8: MRO Misoperations by Category (2007-2010) 

 
 

Figure 9: MRO Misoperations by Cause Code (2007-2010) 
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For the period beyond January 2011, misoperations associated with generators over 25 MW which are connected to the 
BES are now included. Misoperations after January 2011 also use the common cause codes defined by the Protection 
System Misoperation Reporting Template and include relay technology associated with the misoperation. 
 

Historical RFC Protection System Misoperations Review 
ReliabilityFirst began operations on January 1, 2006 through the merger of the former ECAR, MAAC and MAIN Regions.  
Prior to 2006, each of the legacy Regions had its own policies for collecting misoperation information. In 2006, misoperation 
information was collected for generators and transmission above 200 kV in no specified format allowing each entity to use 
its own preferred format for the reports. For 2007, the misoperation data began to be collected in a specified format 
somewhat similar to the spreadsheet originally specified by the NERC RAPA group (in 2011). For the first half of the year, 
the transmission data was only for above 200 kV. By the second half of 2007, the data collection was expanded down to 100 
kV. From 2008 – 2010, the data collection stayed fairly unchanged except for minor changes to improve the accuracy of the 
process.   
 
In 2010, ReliabilityFirst staff began correlating misoperations to TADS reported outages and assigning cause codes to each 
misoperation going back to 2008. This was done to calculate two metrics approved by RFC’s board of directors, 1) Correct 
Protection System Operations for Transmission Facility Outages and 2) Classify Causes of Protection System Misoperations 
for Tracking. The misoperations were assigned the following classifications: 

1. Field/Physical execution errors. Mechanical/technician related errors such as wiring errors, application of wrong 
settings, grounds left on, etc. 

2. Engineering/Design issues. Settings/engineering related issues such as incorrect settings, setting miscoordination, 
incorrect engineering drawings, etc. 

a. Settings issues including but not limited to miscoordination, incorrect logic and errors made in calculating 
settings 

b. Design issues including but not limited to incorrect drawings or control logic and inadequate equipment design 
such as insufficient equipment ratings or insulation 

3. Relay failures/malfunctions. For example, relay failures, shorted or stuck relay contacts, defective components, 
etc.  

a. Relay failures including but not limited to complete and internal component failures and manufacturer quality 
control or design flaws 

b. Relay condition issues including but not limited to shorted or stuck contacts, contamination, loose cards and 
out of tolerance 

4. AC failures. Failures that include instrument transformer failure and VT or CT secondary circuit failures such as 
blown fuses, open or loose connections and cable failures, etc. 

5. DC system failures. Failures to a station’s dc system that include blown fuses, station battery problems, open or 
loose connections, inadvertent grounds, control cable failures and damaged components such as diodes and 
switches, etc. 

6. Communication failures. For example, carrier-related problems like low signal levels and intermittent carrier 
failures (usually referred to as carrier holes), fiber optic cable or pilot wire failures, etc. 

7. Other – explainable. For example, unique fault characteristics, temporary abnormal changes in network topology, 
etc.  

8. Unknown – unexplainable. 
 
It was found early on that the three most common causes of misoperations for above 200 kV facilities were due to 
Communication Failures, Engineering Issues - Settings, and Relay Failures. The next largest known cause category (but 
significantly lower than the first three) was Field/Physical execution errors. Each of these causes was further broken down 
into subcategories in order to attempt to identify more specific thematic causes for misoperations.   
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Communication Failures Subcategories – Cause type 6: 

• Carrier maintenance – includes adjustments to the carrier equipment and loose connections. The necessary 
actions did not require repairs or replacement of equipment. Typically, the problems were that the carrier signal 
levels were too low and required adjustment. 

• Carrier equipment failures – includes failures of carrier equipment that required repairs or replacement. The 
failures were normally within the carrier transmitter or receiver. 

• Pilot wire circuit and other equipment failures. The pilot wire circuit failures included breaks in the communication 
channel conductor and poor quality of the leased circuit. The other equipment failures included failures of non-
carrier communication equipment such as microwave or fiber optic. 

 
Engineering issues – settings subcategories– cause type 2a 

• Logic errors – These were errors in programming the outputs of digital relays such as using the incorrect relay 
element in a trip equation. 

• Directionality – These were mistakes made in programming or deciding how the relay determines the direction 
(forward or reverse) of the fault.  Although this issue exists in other relay types, these errors were exclusively made 
in digital relays. 

• Sensitivity – These were improper pickup or tap settings such as an overcurrent pickup value set too high or too 
low for the application. 

• Incorrect short circuit values and coordination errors. The incorrect short circuit values included outdated or 
incorrect data used to calculate relay settings. The coordination errors in these cases all involved pilot protection 
either of insufficient carrier blocking trip delays or of improper choice of ground pickup values used in a blocking 
scheme. 

 
Relay failures subcategories– Cause type 3a 

• Electromechanical – traditional relay technology based on electromagnetic devices and includes auxiliary relays. 

• Digital – also referred to as microprocessor-based or numerical relays. 

• Solid State – also referred to as static relays.  This technology pre-dates digital relays and is mainly based on 
transistor-based logic. 

 
Field/Physical errors subcategories– Cause type 1 

• Wiring – includes errors in properly connecting control wiring within the protection system. The most common 
error was incorrect CT polarity. 

• Settings misapplied – these were relay settings that did not match those issued by the engineer. 

• Schemes not disabled – includes protection that was either improperly taken out or left in-service. For example, a 
carrier trip relay left in-service on one end of a line while the carrier block relay on the other end was out-of-
service. 

 
Figure 10, below, illustrates the misoperation data for the ReliabilityFirst Region from 2008 through 2010.  The 
misoperation counts are classified in the chart based on the above regional cause descriptions except that, for this report, 
the category of “Other – explainable” was combined with “Unknown – unexplainable”. 
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Figure 10: RFC Misoperations by Cause and Category (2008-2010) 

 
 
The three top causes identified have been consistently the highest in the years from 2008 through 2011 for voltages above 
200 kV with some slight variances in order. The misoperations below 200 kV have shown a similar distribution except that 
Unknown causes are notably higher. Unnecessary Trips dominated the reported misoperations with Failure to Trip and Slow 
Trip contributing only around 5% of the total. 
 
It should be noted that ReliabilityFirst has used a broader interpretation of the misoperation definition than some other 
Regions. First, the concept of composite protection systems is not used so that elemental misoperations are reported.  
Second, Slow Trips are reported regardless of whether they cause a coordination or stability issue. Third, trip coils have 
always been included as part of the protection system. Fourth, protection systems still include protective relays that 
respond to non-electrical quantities such as sudden pressure rise and temperature.   
 
Fifth, a false breaker trip is reported even if a facility is not opened (e.g. only one of two breakers in a breaker-and-a-half or 
ring bus arrangement trips). 
 

Historical SPP Protection System Misoperations Review 
Misoperation data collection and reporting for the SPP RTO footprint began on a voluntary basis in 2007. SPP defined the 
reporting criteria based on NERC Reliability Standard PRC-004.4

 

 While misoperation data has been historically collected 
down to the 69 kV level, not all companies reported misoperations on their 69 kV system.  From 2007 – 2010, the data 
collection stayed fairly unchanged except for minor process improvements.   

Prior to 2011, SPP’s misoperations were classified as: 

• Equipment Failures:  e.g. relay failures, defective components, ac/dc system issues 

• Carrier:  ex. carrier power supply not working; low signal strength; 

• Incorrect Wiring:  ex. wiring not grounded properly, crossed-connections 

                                                                 
4 A major deficiency in the standard was and continues to be that all operations are not required to be recorded; only those that are 
deemed to be misoperations.   
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• Relay Settings – ex. incorrect settings, settings not coordinated 

• Other – includes human error such as technician not have written test procedures or schematics that did not 
provide enough detail among other things 

• Failure to Reclose  

• Unknown 
 
Note that prior to 2011, SPP included “failure to reclose” as a misoperation category that accounted for approximately 15% 
of reported misoperations for the years 2008-2010.   Furthermore, historic misoperation templates did not include links to 
NERC’s Transmission Availability Data System (TADS). 
 
SPP’s reporting and vetting has improved over time with the record-keeping being transferred from the RTO to the RE in 
late-2009. Beginning in 2011, SPP RE also collected the number of relay operations so that a misoperations/total operations 
ratio could be calculated.  
 

Figure 11: SPP Misoperations by Cause and Category (2007-2010)

 
 
Analysis of the historic SPP regional data currently available shows that the primary causes for relay misoperations are 
communication failure, relay failure, and incorrect settings and/or logic errors. 
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the SPP foot print at the SPP RE Compliance Forum. The SPCWG has also been solicited to support this effort. 
 
Historical WECC Protection System Misoperations Review 
Prior to the development of PRC-003-WECC-CRT-1, the regional process for misoperation reporting effective 10/1/2011, 
WECC had established procedures for reporting system events and misoperations for the major paths. 
 
WECC Major Paths 
The reporting process for misoperations on the major paths was defined by the WECC Reliability Management System 
(RMS). The purpose of the reporting was to assure secure and reliable operation of the interconnected power system and 
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not root cause analysis. Information was limited to whether the protection system misoperated; was the protection system 
removed from service for repair, replacement or modification; was a backup protection scheme in place; and was the 
operating transfer capability limited.  
 
WECC Events 
Generally, an event was defined by the NERC EOP-004 reporting criteria:  

• System separation and islanding  

• Loss of 2,000 MW or more of generation  

• Loss of 300 MW of firm load for larger system; 200 MW or 50% of load for smaller systems  

• Voltage excursions greater than +/- 10%  

• Frequency excursions 
 
Preliminary reports were prepared within 24 hours of the event and as soon as possible on the first business day after a 
weekend. The event reports were reviewed for system impacts, unusual or unique issues, and issues of public interest.  
Based on the review, an abbreviated or detailed report might be requested. Both the abbreviated and detailed reports had 
many sections including Sequence of Events, One-lines, Conclusions and Recommendations, Impact and Cause, Restoration, 
etc. 
 
All recommendations were entered into a Disturbance Log and tracked to resolution. Each was assigned to a responsible 
party for completion. Status updates to each open recommendation were requested by WECC Staff three times per year, 
prior to each Operating Practices Subcommittee meeting.  When a recommendation was approved as resolved it was 
moved to the Totally Resolved Log. 
 
WECC Relay Work Group Analysis 
The WECC Relay Work Group (RWG) annually reviews WECC system disturbances with a goal to identify protection system 
trends and lessons learned. Because the number of disturbances in any given year is small, an analysis was performed over 
multiple years from 2000-2010 to provide insight. The review looked at dependability versus security during misoperations 
and the associated trouble causes. The trouble causes included the following: 

• Communications: Problem with the telecommunications channel, tone gear, etc.  

• Components: A failure of a part or module of a relay or other component of the protection system (e.g., PTs, CTs, 
control wiring).  

• Settings: An inappropriate relay setting was either calculated or applied.  

• Design: Design errors or inappropriate design of circuit.  

• Procedures: Improper procedures include problems caused by maintenance, test, and installation procedures. This 
can also include switching, operational, and documentation procedures.  

• Scheme: An inappropriate protection scheme used. 
 
Event Data 
The analysis of the data is presented in Figure 12. Of the 37 events reviewed, most misoperations were security-based 
issues.  The three leading trouble causes for dependability and security misoperations were: 

• Settings 

• Component failures 

• Procedures 
 
Of note was the influence of applied scheme and design on dependability misoperations. 
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Figure 8: Misoperations in 37 WECC Events by Cause and Category (2000-2010) 
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maintenance testing error unless the misoperation was a result of leaving the protective equipment in an incorrect 
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misoperations by others. 
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Each facility owner was responsible for reviewing all operations within their specific area, including the operation of an SPS. 
Analysis included a determination that a relay action was either correct or incorrect. Incorrect operations were 
documented. 
 
The cause of each misoperation was to be investigated by the facility owner. The individual facility owner was responsible 
for establishing internal testing procedures for identifying the root cause of the misoperation. The results of the 
investigation and corrective actions taken were documented by the facility owner.  Each member of the FRCC SPCS 
maintains a log of all generation and transmission relay misoperations and all SPS misoperations. The logs were provided to 
the FRCC SPCS for monthly reviews and contained the following information: 

• Date of the misoperation 

• Equipment removed from service (line, bus, transformer) 

• Description of event 

• Action taken 

• Status 
 
The following summarizes the FRCC misoperation data for 2007 through 2010: 

 
Figure 13: FRCC Misoperation Count by Year (2007-2010) 
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Misoperations Analysis and Observations 
 

Summary of Misoperations NERC-Wide from January 1, 2011 to March 
31, 2012 
Below is a summary of the NERC-wide misoperation data that was used for the analysis in this report. This data reflects 
misoperations that occurred from January 1, 2011 through March 31, 2012 with the Regions reporting the misoperation 
data via the common NERC Protection System Misoperation Reporting Template. 
  
Misoperations by Category 
It can be seen in Figure 14, below, that unnecessary trips dominate the number of misoperations as compared to failure to 
trip or slow trip. This reflects both design redundancy and the design of failsafe measures in protection systems to assure 
that faults are quickly removed from the system through the use of piloted protection schemes with a bias toward 
dependability. Protection system redundancy has historically been considered desirable because of the power system’s 
ability to usually tolerate the unnecessary removal of an unfaulted line segment, compared with its intolerance for 
uncleared faults or slow fault clearing. 
 

Figure 14: NERC Wide Misoperations by Category 
 

 
 
Misoperations by Cause Code 
It can be seen in Figure 15 below that the three most common causes of misoperations (Incorrect settings/logic/design 
errors, Relay failures/malfunctions, and Communication Failures) comprise of approximately 1,500 misoperations, or 
roughly 65% of the total set of misoperations. 
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Figure 15:  NERC Wide Misoperations by Cause Code 
 

 
 

Misoperations by Voltage Level 
Figure 16, below, illustrates misoperations according to voltage level.  It can be seen that approximately 65% of total 
misoperations occurring on the BES impact facilities at voltages between 100 kV and 200 kV. The total BES circuit miles at 
this voltage level are approximately 53% of all BES circuit miles. There are a number of potential reasons why more 
misoperations occur at this voltage level, compared with higher voltage systems: 

• 100-200 kV circuits typically have shorter lengths and more terminals associated with them, and, therefore, they 
tend to have more individual protection systems per mile. 

• 100-200 kV circuits are more likely to be multi-terminal lines than lines energized at higher voltages. Circuits with 
three or more terminals can introduce apparent impedance considerations which can force settings to be more 
sensitive than two-terminal circuits. 

• For 100-200 kV, it is common to have multiple load taps on the line, which increases the likelihood of operations. 

• Typically, this voltage level has a higher susceptibility to faults from lightning and structure failures.  The increased 
fault activity results in more total operations. 

 
Figure 16 shows that the majority of misoperations occur in the 100-199 kV voltage class. This supports the value of 
trending all operations and misoperations on the BES at 100 kV and above instead of at 200 kV and above. There is a 
significant influence on the statistics based on which voltage levels are trended. 
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Figure 16:  NERC Wide Misoperations by Voltage

 
 
Misoperations by Relay Technology 
Since January 1, 2011, relay technology has also been collected NERC-wide (microprocessor, solid state, electromechanical).  
When a misoperation is coded as Relay Failures/Malfunctions or Settings/Logic/Design Errors, the data submitter also 
identifies the relay technology. This data was collected to ascertain whether a certain relay technology has a higher failure 
rate or is causing more logic/settings errors. However, NERC has never surveyed the relay population by technology and, 
therefore, does not know the population accurately.  An estimated population can be surmised based on outside studies.  A 
study by Newton-Evans5

  

 shows a majority of BES schemes in service today are microprocessor-based, and the percentage 
of microprocessor-based schemes in the mix of all protective relays used by utilities continues to increase.  The vast 
majority of new and retrofit units being purchased are also microprocessor-based, but in some of the protection 
applications studied, such as motor protection and large generator applications, and in installations where electrical 
interference is strong, electromechanical and older solid state relays continue to have a niche market position.  Although it 
may not be achievable to accurately calculate relay failure rate or logic/settings error rate by relay technology type based 
on the estimated relay population, it can be seen from Figure 17 that for misoperations attributed to settings/logic design, 
microprocessor relays have a higher rate of causing misoperations as compared to the other technologies. Based on the 
estimated percent of microprocessor relays, approximately 66%, Figure 18 indicates that microprocessor relays were only 
37% of the relay failures. Additional analysis and observations are provided in the Settings/Logic/Design and Relay Failures 
sections of the report.  

                                                                 
5 Worldwide Study of the Protective Relay Marketplace In Electric Utilities: 2012-2014: A Four-Volume Report by Newton-Evans Research 
Company, March 2012. 
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Figure 17:  NERC Wide Misoperations by Technology Type (for Incorrect Settings/Logic/Design Cause Only) 
 

 
 
 

Figure 18:  NERC Wide Misoperations by Technology Type (for Relay Failures Cause Only) 

 
 
 

Microprocessor, 476, 
76% 

Electromechanical, 
87, 14% 

Solid State, 41, 6% 

 Blank/Null, 24, 4% 

Electromechanical, 
199, 43% 

Microprocessor, 
171, 37% 

Solid State, 86, 18% 

Other, 9, 2% 



Misoperations Analysis and Observations 

 

NERC | Protection System Misoperation Task Force Report | April, 2013 
25 of 40 

Sub-Group Analyses and Observations 
 
Relay Settings/Logic/Design Errors Sub-Group Analysis 
The PSMTF sub-group that was assigned misoperations coded as Relay Settings/Logic/Design Errors has reviewed 
approximately 660 events. Out of these, 550 were actually related to engineering errors. The remainder were incorrectly 
cause coded and should have been attributed to other causes such as relay failures, communications, or external hardware 
problems. 
 
Within the Relay Settings/Logic/Design Errors category, there are four sub-causes that show up repeatedly. These sub-
causes, in order of the frequency of their occurrence, are as follows: 

1. Relay Settings – Protection Function 

2. Relay Settings – Logic 

3. Wiring/ Design/Prints 

4. Relay Misapplication 
 

Figure 19: Incorrect Settings/Logic/Design Error Misoperations by Second Level Cause 
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Relay Settings – Protection Function 
Misoperations related to protective function relay settings represented 306 (67%) of the 458 misoperations related to 
settings.  These were further broken down into the following specific causes, along with the percentage they represent. 

• Improper relay coordination timing, such as zone timers and time overcurrent coordination: 68 (22%) of the 306. 

• Overreaching zone 1 and instantaneous overcurrent elements: 52 (17%) of the 306. 

• Improper coordination of DCB scheme trip and block elements, such as reverse zone elements not seeing as far as 
remote forward zone elements: 24 (8%) of the 306. 

• Modeling, such as line impedances and transformer connections in software programs: 15 (5%) of the 306. 

• Protection element setting error, not including the above four subcauses, such as impedance reaches, line current 
differential settings, and overcurrent pickup values and time dials: 147 (48%) of the 306. 

 
Figure 20: Relay Settings – Protective Function Misoperations by Third Level Cause 

 
Relay Settings – Logic 
Misoperations related to logic functions represented 152 (33%) of the 458 misoperations related to settings.  These were 
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Figure 21: Relay Settings – Logic Misoperations by Third Level Cause 
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Misoperations related to wiring, designs, and print errors represented 66 (12%) of the 546 events. These were not broken 
down into specific causes. 
 
Relay Misapplication 
Misoperations related to relay misapplications represented 27 (5%) of the 546 events. These were not broken down into 
specific causes. 
 
Observations 
The dividing lines between the sub-causes under protection functions are not precise, and different engineers reviewing a 
particular misoperation will often identify a different sub-cause. In general, all of these misoperations are engineering 
errors in general protection applications, and are common to all three relay technologies (microprocessor, 
electromechanical, and solid state analog). Some recurring causes identified in the reports include lack of compensation for 
tapped loads, lack of coordination between forward looking distance elements and reverse looking blocking elements, and 
settings made without considering various system topologies. 
 
The misoperations associated with Relay Settings - Logic are strongly correlated with microprocessor-based relays. In many 
cases, the setting error appears to be associated with a weak understanding of a setting not available on an 
electromechanical or solid state relay. Examples that show up in the misoperations are incorrect zero sequence 
compensation factors, errors in applying various methods available for polarizing directional elements, elements left 
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Instantaneous ground overcurrent elements that overreach a remote bus have been a frequent cause of misoperations. In 
some cases, line characteristics were such that use of this element would not provide useful fault coverage without 
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relays restraining correctly for an initial fault with an intact system, but misoperating when a permanent fault on an 
adjacent line was reclosed into from one terminal.  
 
It is not possible to observe from the records what any given individual entity may provide in training or tools to those who 
set relays. The types of errors identified in the records do demonstrate that additional training would be effective in 
reducing misoperations due to setting errors. The records point to three areas where increased skills would be helpful: 
general protective relaying applications, training on specific multifunction relays, and training in developing and conducting 
comprehensive fault studies to properly set relays for all likely system configurations. 
 
Relay Failures Sub-Group Analysis 

The total number of misoperations coded to Relay Failures/Malfunctions for the data set analyzed was 494.  Of these, 
47 were believed to be coded incorrectly or were not actual misoperations, 80 were repeat misoperations that 
occurred prior to the problem being corrected and 108 did not contain sufficient information to identify any sub-cause. 
The sub-causes used to stratify the relay failures are listed below with an explanation as to the criteria used to 
distinguish them. 

• Out-of-Tolerance/Calibration (51): Any misoperation caused by a relay that is out of tolerance for calibration tests 
and can be corrected through adjustments to the relay. 

• Internal/Component Failure (159): Any internal relay or component failure that is not correctable through a 
calibration/adjustment.  Usually it results in a relay or component replacement. 

• Firmware/Algorithm/Design Issue (32): Addresses misoperations where the cause can be attributed to something 
with the manufacturer’s design of the relay, including firmware and algorithms for microprocessor types or simply 
a limitation of the relay to handle the situation presented to it. 

• Environmental (13): Any misoperations caused by an environmental condition which affected the relay’s 
performance or caused the relay’s internal failure.  

• Relay Wiring/Connection Issue (4): Anything having to do with connections and wiring in the relay/case and 
associated connecting harnesses. 

• Uncorrected Repetitive Failure (80): This sub-cause consists of misoperations that were repeat occurrences due to 
a single relay failure.  The time period between repeat misoperations ranged from several hours to a few months. 
These misoperations could be parsed out to the other sub-causes without affecting their relative frequency. 
However, the team saw value in providing the magnitude of uncorrected repetitive failure. 
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Figure 22: Relay Failure/Malfunction Misoperations by Second Level Cause and Relay Technology 
 

 
Observations 
In general, internal and component failures were the primary contributor to relay failures. Among the misoperations caused 
by internal/component failure, they seemed fairly evenly split between electromechanical and microprocessor relays. 
However, based on the estimated relay population, the microprocessor relay failure rate appears to be significantly less 
than the electromechanical relay failure rate. In many cases there was not enough detail in the description to identify what 
failed in the relay, or the entity did not know, but their solution was to replace the relay. From the ones which had more 
information, the following observations were noted: 
 
A higher percentage of relay failure/malfunction misoperations occurred without a fault. Figure 23, below, illustrates this by 
showing the misoperations broken down by category. 
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Figure 23: Relay Failure/Malfunction Misoperations by Second Level Cause and Category 
 

 
 
Electromechanical: 

• Internal component failure (69 misoperations) 

 Over 15 percent of the failures were lockout (3 misoperations) or carrier auxiliary relays (8 misoperations). 

 In general, electromechanical relays are older than microprocessor relays.  

• Out of tolerance/calibration (47 misoperations) – Unlike solid state and microprocessor relays, electromechanical 
relays experience significant out of tolerance/calibration issues. 

 Capacitor failures – In some cases, the failure was due to capacitor failures which had to be replaced.  It is 
possible this drifting of capacitors could be caught through maintenance activities prior to a misoperation 
occurring by noticing the drifting or significant adjustment required to the relay.  Capacitor failure in 
electromechanical, distance relays is a well-known calibration-affecting phenomenon. 

 Contacts were out-of-adjustment and caused timing error misoperations. 
 
Microprocessor: 

• Eight out of the 183 microprocessor relay misoperations occurred where there was no remote monitoring of the 
relay’s alarm contact, or the wiring was done incorrectly.  Remote monitoring in these cases would have allowed a 
relay failure to be detected prior to a misoperation occurring. 

• Sixty-three misoperations were due to internal/component failure. 

• Twenty-two misoperations associated with microprocessor-based relay systems were caused by 
firmware/algorithm/design issues.  These types of misoperations can be minimized by proper firmware 
management.  Refer to Microprocessor-based Relay Firmware of Chapter 4 for additional discussion on firmware 
management. 
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Solid State: Twenty-seven of the 95 solid state relay failures were due to internal/component failure.  For most of the 27 
cases, the failure could not be reproduced, and the relay was replaced.  Several companies have established programs to 
replace solid state relays with microprocessor relays. 

 
Communication Failures Sub-Group Analysis 
There were 429 records reviewed and initial sub-causes were developed and applied. Of the 429 records, 411 could be 
attributed to some form of communications failure. Seventeen items did not appear to be related to Communication 
Failure and one could be considered a correct operation based on the cause of the fault. The remaining 411 records were 
reviewed a second time for agreement or additional information by the members of the sub-group. 
 
The spreadsheet was then sorted by Substation Name and Equipment Removed from Service to document repetitive 
operations and NERC TADS IDs were inserted into the sub-cause field to allow cross reference. By reviewing cross 
referenced NERC TADS IDs, recurring operations could be seen and the time duration between them could be determined. 
 
The team reviewed the components that make up communications assisted protection and broke them into sub-cause 
categories: 

• Communication Interface Failure (Modulator): Power-line carrier radios, fiber optic interfaces, microwave radios, 
audio-tone/telecommunications, and pilot wire components. 

• Communication Medium: The external signal path, leased phone circuits, cables, transmission lines, etc. 

• Station Signal Path Failure: All signal carrying components within the substation fence including cables, frequency 
filters, connectors, etc. 

• Incorrect Logic Settings Issued: Channel timing, dip switches, etc. Protective relay settings were considered as a 
settings problem and not counted as a logic issue. (This is difficult to determine when digital relays contain both 
logic and settings). 

• Human Error (Misapplication in field): Incorrect settings both logic and relay reach, as left conditions, etc.  
 
Figure 24 is a communication diagram that identifies these communications components for a power line carrier 
communications scheme. 
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Figure 24: Power Line Carrier Communications Component Diagram 
 

 

 

Figure 25: Communication Failure Misoperations by Second Level Cause and Category 
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Modulator Problems (32%) 
Of the 130 failures attributed to Communication Interface (Modulator), 34 Unnecessary Trips Other Than Fault were 
attributed to direct transfer trip schemes. The remaining records were associated with some form of communication-
assisted protection. Failures in this category were widespread and not always diagnosed. In 51 cases, a failure of a 
component board (power supply module, transceiver, receiver, or transmitter module, etc.) was reported. In 27 cases, 
signal drift due to frequency or external receive levels were reported and recalibrated to tolerance. In 34 cases, the radios 
were replaced without further investigation. The remaining problems ranged from water damage, voltage spikes, and poor 
seating of daughter cards to back-plain connectors. 
 
Communication Medium (16%) 
Failures in this category were widespread. Power line carrier signals were noted to have lost some signal levels. There was 
not enough information to determine if this was due to the addition of tapped substations or capacitor banks on the 
protected line.  Audio tone circuits had increased noise levels over time. Pilot wires shorted or became open-circuited. 
Glass fibers in fiber optic cables were broken or had developed dirt at the junction points. One record indicated that power 
line coupling had been applied on a different phase from the facing remote terminal. 
 
Station Signal Path Failure (17%) 
Of the 69 records in this sub-cause, the majority can be attributed to power line coupling applications. This may be 
attributed to more communication-assisted applications utilizing power line coupling schemes and that there are more 
individual components that make up such schemes. As with the Communication Medium, there was no multiple repeating 
failure point that could be considered as a point of focus to reduce such failures. There was no information to indicate that 
aging components played into each failure. There was one incident with multiple interruptions that was attributed to 
previous substation flooding where the equipment eventually failed because of it. 
 
Incorrect Logic Settings Issued (6%) 
At least 50% of the 24 misoperations under this sub-cause could be attributed to end to end timing issues. This might be 
based on failure to consider relay speeds or unlike relays (electro-mechanical vs. digital) at opposite terminals. Other 
failures were attributed to the settings of frequency filter bandwidths and one that was attributed to frequency 
cancellation due to beat frequency. 
 
Human Error (Misapplication in Field) (3%) 
Most human errors were included with other problems and were not solely the single cause. One record of different phase 
coupling at facing terminals was noted under Station Signal Path Failure. 
 
Insufficient Information (27%)  
There were 111 misoperations for which the information provided was not sufficient to determine or assign a sub-cause. 
 
Observations 
Observing Figure 25, it is evident that Unnecessary Trip during Fault is the predominant category associated with 
communications failures. Failure of a sub-component board was the most prevalent failure. Where the reporting entity 
gave the model of the power line carrier, it could be determined that the radio was from a period where designs were 
modular in order to allow end users to replace failed components. The first generation of those radios were fixed frequency 
with analog filters that could drift with time. It appears that the 34 radios that were replaced, rather than repaired, were 
from this first generation. 
 
Station signal path failure was the second leading cause for Unnecessary Trips during Fault. This may be attributed to the 
fact that the station signal path is a series of multiple components in the communications chain.  
 
Observations from Directional Comparison Blocking Scheme Misoperation Records 
Common failures in communications-assisted schemes were caused by momentary loss of signal or timing differences 
between sending and receiving terminals. Momentary signal loss (often referred to as carrier holes) is sometimes caused by 
protective spark gaps firing during the fault. In order to alleviate such problems, the spark gaps need to be inspected for 
build up and the proper gap required by the manufacturers. 
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Timing differences are seen when differing technologies are used at opposing terminals. Electro-mechanical relays are 
slower to operate than solid-state or microprocessor-based relays. As a practice, the timing issues should be studied and 
the appropriate delays applied to the faster terminal to allow for coordination. Timers available in both microprocessor-
based relays and newer carrier equipment can be used to eliminate most misoperations due to carrier signal dropout 
during faults. Use of a carrier hole override timer on digital systems may be used, in part, to replace the override inherent in 
the magnetic circuits of electro-mechanical systems. While carrier hole timers can provide added security to DCB schemes, 
they may also mask carrier system setting or component deficiencies. Similar to carrier coordination timers, care should be 
applied to avoid unwanted interactions with other DCB logic. Intermittent carrier signals are often an indication that 
maintenance is required. The recording and logic capability of these newer devices can be used to detect carrier holes and 
alert maintenance personnel to the need for maintenance. Regular maintenance of coupling equipment, wave traps, and 
spark gaps can improve communication performance. 
 
On/off (DCB) carrier generally uses a periodic check-back test to verify that the carrier equipment is operational. Modern 
check-back equipment detects the failure to perform the test, and  also provides a better indication of the condition of the 
communication scheme, by sending codes at various power levels, than many older check-back test schemes. Alternatively, 
frequency shift keying (FSK) carrier can be used with microprocessor- based relays with very little loss of speed. FSK carrier 
provides continuous monitoring of the communications channel using a low powered guard signal. 
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Suggestions for Improvement and Other Observations 
 

Suggestions to Reduce Misoperations 
The PSMTF analysis of misoperation data identified a number of ways to potentially reduce the amount of future 
misoperations.  Suggestions for improvement are presented by subject.  Since some entities already perform one or more 
of these activities, entities should consider these suggestions for improvement based on their particular circumstances.  
While these suggestions are based on review of misoperations data collected since January 2011, it is important to note 
that the historical look-backs performed by each Regional Entity have also identified incorrect settings/logic/design errors, 
relay failures/malfunctions, and communication failures as the most prevalent causes of misoperations during the multi-
year periods prior to January 1, 2011. This reinforces the fact that focusing on and analyzing these top three cause codes in 
detail for the five quarters since January 1, 2011 is appropriate. 
 
Proper Application of Relay Elements 
Applications requiring coordination of functionally different relay elements should be avoided. This type of coordination is 
virtually always problematic, and is the cause of numerous misoperations reported in the study period. Some examples to 
avoid include: 

• coordination of distance elements and overcurrent elements 

• coordination of distance or directional overcurrent elements that use different directional polarization methods 

• distance and directional overcurrent elements at opposite line terminals that use different directional polarization 
methods, particularly in the same pilot scheme 

• overcurrent elements that use different measurement methods, such as phase vs. residual ground vs. negative-
sequence current measurement 

 
If mixed measurement or polarization methods cannot be avoided, then there must be a clear understanding of how these 
elements respond to different fault types under normal and abnormal source conditions to ensure their proper application 
and coordination. 
 
Settings Errors 
Misoperations due to setting errors can potentially be reduced. Techniques that could be used to reduce the application of 
incorrect settings include peer reviews, increased training, more extensive fault studies, standard templates for setting 
standard schemes using complex relays, and periodic review of existing settings when there is a change in system 
topography. Peer review consists of verifying that the relay settings meet the specifications of the relay and control 
application. When new relays are installed or major changes are made on existing relay schemes, a peer review should be 
performed by a person that has equal or greater experience than the person that prepared the settings to verify that the 
relay settings meet the specifications of the relay and control application.6 Increased training will help reduce the numerous 
calculation and application misoperations discovered during analysis. More extensive fault studies and periodic review of 
existing settings are crucial to ensure that changes to the system do not result in misoperations.  The IEEE Power System 
Relaying Subcommittee, IEEE PSRC, published a working group report to provide additional technical guidance for quality 
control of protective relay settings.7

 
 

Microprocessor-Based Relay Firmware 
Firmware updates may affect relay protection settings, logic, communications, and general information stored and reported 
by the relay. The specific firmware version on a microprocessor-based relay is generally observed by interrogating the relay 
through a communications port or through the front panel display.  Knowing the firmware version employed on each 
microprocessor-based relay is critical to understanding the functionality of the relay. Entities should be aware of what 
version of firmware they have on their microprocessor-based relays. Entities should also monitor if the relay vendor has 
issued updated relay firmware. 
 

                                                                 
6 “Processes, Issues, Trends and Quality Control of Relay Settings,” Working Group C3 of Power System Relaying Committee 
of IEEE Power Engineering Society, March 2007. 
7 Ibid. 



Suggestions for Improvement and Other Observations 

 

NERC | Protection System Misoperation Task Force Report | April, 2013 
36 of 40 

Entities should evaluate the need to apply updated firmware. While many firmware updates may not be critical to the relay 
protection functions, updated firmware that corrects critical protection functions should be given priority.  IEEE Standard 
C37.231, IEEE Recommended Practice for Microprocessor-Based Protection Equipment Firmware Control, discusses various 
aspects of firmware version control and provides guidelines for the effective administration of firmware-related issues. 
Entities should review these guidelines to determine when updating relay firmware is appropriate, based on their specific 
circumstances. 
 
Application of Power Line Carrier Communication Aided Protection 
Momentary signal loss (holes) is sometimes caused by protective spark gaps firing during the fault. In order to alleviate such 
problems, the spark gaps need to be inspected for build up and the proper gap required by the manufacturers. 
 
Use of a carrier hole override timer on digital systems may be used as a means to reduce misoperations. While carrier hole 
timers can provide added security to DCB schemes, they may also mask carrier system setting or component deficiencies, 
so the decision to apply this logic should be weighed carefully. There are other techniques to improve DCB performance 
discussed in the below footnoted references.8

 
 

Modern check-back equipment is helpful to detect the failure to perform a carrier test, and also provides a better indication 
of communication scheme condition, by sending codes at various power levels, than many older check-back test schemes. 
Alternatively, frequency shift keying (FSK) carrier can be used with microprocessor based relays with very little loss of 
speed.  
 

Suggestions to Improve Data and Analysis 
Improvements in data, while not directly reducing misoperations, help entities determine areas to improve by identifying 
misoperation causes and proper mitigation steps.  Without this analysis, entities will not be able to fix misoperation root 
causes that, potentially, could prevent multiple additional misoperations.  Based on the large number of misoperations that 
were unable to be properly analyzed, it is difficult to determine whether these misoperations have been properly analyzed 
and mitigated by the entities. 
 
Misoperations with Insufficient Information  
All three analysis sub-teams observed a large number of records (over 24%) that were either categorized incorrectly or had 
insufficient information to support the category assigned. In addition, the sub-codes used by each of the three analysis 
teams were difficult to assign, often leading individual members of a team to assign different sub-codes for the same event. 
In addition, it is sometimes difficult to assign a sub-code because of insufficient information in the report. Without better 
quality information in the records, it would be premature to suggest a particular set of sub-codes to be added to the 
reporting template. However, improved instructions for the narrative descriptions in the template would greatly improve 
the quality of the records.  By improving the quality of the reports, it would become easier to determine NERC-wide 
actionable areas of improvement.  Also, entities, by analyzing the misoperations in further detail, would benefit by being 
able to possibly mitigate additional potential misoperations before they occur.  Entities should examine their systems to 
ascertain whether mitigation steps from a misoperation could prevent misoperations in other areas of their system. 
 
Consistency in Reporting 
Presently, there is opportunity for over-counting misoperations due to a lack of unique identifiers for BES elements (BES 
elements are entered in free text format). There is also the opportunity to under-count misoperations or misclassify them 
as an entity may not have a full understanding of the protection system operations.  Reporting entities need to take care 
when reporting the BES element that misoperated to avoid miscounts.  Similarly, reporting entities should coordinate with 
adjacent companies when reporting misoperations of tie lines to avoid double reporting. 
 

                                                                 
8 A Reliable Power-Line Carrier-based Relay System, Miriam P. Sanders, P.E. (Quanta Technology, LLC). 
 
Investigation and Analysis into the Mis-Operation due to Carrier Holes, John J. Meinardi, Florida Power & Light Co., and Miriam P. 
Sanders, PE – AMETEK Power Instruments, Copyright 2008. 
 
Special Considerations in Applying Power Line Carrier for Protective Relaying, IEEE Power Systems Relaying Committee Special Paper. 
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Reporting Multiple Occurrences  
Multiple misoperations occasionally occur due to the same cause within a time span where it would be impractical for an 
owner to respond.  In order to avoid skewing the data with these repeated events, the NERC SPCS should clarify, in the next 
annual update of the misoperation template, that all misoperations due to the same equipment and cause within a 24 hour 
period be recorded as one misoperation. However, collecting data on multiple misoperations may have value, and the NERC 
SPCS should consider alternatives for collecting this data in the next annual update of the misoperation template.  
Alternatives may include recording the total number of trips in the description field of the record or the addition of a new 
field record the number of trips. 
 
Template Enhancements 
For Column L of the reporting template called Event Description, the following should be added to the Instructions tab to 
more precisely communicate what information should be included: 
 
A brief description should include: 

1. Initiating event: include a description of any internal or external fault causes, any abnormal system conditions 
which may have contributed to the misoperation, or state that the misoperation occurred under normal operating 
conditions. 

2. Facilities involved that operated correctly and/or incorrectly concurrent with the misoperation. 

3. Component(s) of protection systems that failed and/or did not function correctly. 

4. Detailed description of root causes determined by completed corrective action plans. 
 
The NERC SPCS should also evaluate additional granularity, from either additional cause or sub-cause codes, such as those 
identified in this report in the next annual update of the misoperation template.  Adding sub-causes for the existing cause 
codes may help increase granularity and better identify root causes in the future. 
 
Future Misoperation Analysis 
The PSMTF and SPCS recommend that misoperation analysis be continued on an annual basis by the respective protection 
system subcommittees within the Regions.  This analysis shall be forwarded to the NERC SPCS and NERC PAS for trending 
and metrics reporting.  
 

Other Observations 
In the course of discussing the misoperation data the PSMTF also made observations that do not have an impact on 
reducing misoperations, but are nonetheless worthy of noting in this report. 
 
Dependability and Security 
Approximately 94% of misoperations in the study period resulted in unnecessary trips. Only 6% or less resulted in a failure 
to trip or slow trip. This reflects both redundancy in design and the design of failsafe measures in protection systems to 
assure that faults are quickly removed from the system through the use of piloted protection schemes with a bias toward 
dependability. This has historically been considered desirable because of the power system’s ability to tolerate the 
unnecessary removal of unfaulted line segments, compared with its intolerance for uncleared faults or slow fault clearing.  
However, there are applications where security against unnecessary operations is an overriding system concern. In these 
cases, methods to increase protection scheme security may be warranted, recognizing that this may require increased 
scheme complexity, more robust communications, and an increased risk of slower fault clearing. 
 
All communications-assisted applications have benefits and risks. Power Line Carrier applications provide the most cost 
effective installations but have limited self-monitoring and failure detection. Modern Fiber Optic applications offer greater 
monitoring of the communications channel but are more costly to install. It is up to the system planning engineers and 
system protection engineers to determine the need for high speed protection and the risk to the BES for a given failure 
mode. Communications assisted protection schemes rely on successful communications together with a correct relay 
operation to determine valid trip conditions. Directional Comparison Blocking (DCB) schemes, and many phase comparison 
schemes, are biased towards dependability (tripping) in order to remove faults, even in the event of a communication 
failure. Permissive schemes are biased toward security (refrain from tripping for communication failures). Directional 
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Comparison Unblock (DCUB) power line carrier applications have a built in window to allow tripping if the carrier signal is 
lost and the relay detects a fault simultaneously. DCUB schemes are modified permissive schemes that have some of the 
security issues associated with blocking schemes. Most communication failure misoperations are single ended operations 
that are reclosed after the momentary interruption of the affected line. 
 
Planners and protection engineers, and other engineers (e.g., design and communication engineers) should work together 
to determine proper protection system scheme application and setup to ensure proper emphasis on dependability and 
security. The intent of this cooperative work is to mitigate the system impact of misoperations, not to necessarily reduce 
the number of misoperations. 
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